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A firewall is a type of security mostly located at the entry and exit points
of a network. This is necessary to improve the security of the network
and defend against cyber threats. This study aims to classify the internet
traffic using different Machine Learning classification models into four
categories based on 11 features. The models applied are – K-Nearest
Neighbor, SGD, Decision Tree, Random Forest , XGBoost, Support
Vector Machine. The XGBoost model achieved the highest accuracy,
recall, precision,F1score. Decision Tree has the least time complexity.

In conclusion the study shows that the both Random Forest and XGBoost Models perform better than other
models. XGBoost performs has the best performance in terms of accuracy of 99.9450 %. KNN performs
best in terms of runtime. In future work larger data can be handled extracted from different firewalls to
achieve high performance of classification.
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• This data set was collected from the
internet traffic records on a
University’s firewall.

• This is a multi-class data set.
• It consists of 65532 instances.
• There are 12 features in total.
• Action feature is used as a class.
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